FORENSIC TECHNOLOGY AND CONSULTING
Data Departure Program

Nearly 80% of employees take sensitive data with them when they leave their jobs.
Do you know what information escapes your company when employees join a
competitor or start their own business?

PREVENT PREPARE

REDUCE

Data Protection Program for Employee Departures

IDENTIFICATION, IMAGING, AND PRESERVATION

Create forensic preservation images of computers, devices, and all other
data repositories accessible to departing employees.

PRELIMINARY FORENSIC ANALYSIS AND REPORTING

Identify “red flags” in computer access logs, time stamps, USB history,
internet history, lists of deleted files, and trash bins.

COMPREHENSIVE FORENSIC ANALYSIS AND REPORTING

Investigate flagged cases that show potential theft and report all breaches
including sensitive data.

* EXPERT CONSULTING AND LITIGATION TESTIMONY

Protect against data breaches by customizing technical and administrative
controls, and support data misappropriation cases with expert testimony.

DATA REMEDIATION AND HARDWARE WIPING

Remediate misappropriated data from a competitor's infrastructure, and
internally recycle hardware immediately following forensic preservation.
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