Egress Intelligent Email
Security

Human layer security that uses contextual machine learning to prevent
breaches, protect data and measure risk.
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email securely and enables organisations to:

Prevent security breaches Meet regulatory requirements
Send the right sensitive information to the Protect data to stay on the right side of

right recipient(s). emerging global data protection laws.

Keep sensitive data safe Avoid financial and reputation
Apply the appropriate level of security to damage

sensitive email content. Investigate risk in your corporate email network
to ensure ongoing compliance with regulations.

Delivering end-to-end email security

Our Intelligent Email Security platform uses contextual machine learning to detect abnormal
behaviour, prevent data breaches, and dynamically apply the right level of security to every email.
Our platform has three key modules:

< Egress Prevent for sending the right content to the right recipient(s)

e Egress Protect for appropriately securing email content, including large files

e Egress Investigate for measuring the risk of a breach and demonstrating compliance



Empowering users by balancing security and usability Top five features

Our human layer security starts with contextual machine learning that
prevents emails going to the wrong people or with the wrong content,
including attachments.

Contextual machine learning

Automated email protection
We then dynamically apply the appropriate level of security based on the

risk of a breach, including message-level encryption and TLS. In addition,
our Smart Authentication technology streamlines the recipient experience
by using machine learning to establish trust using domain, location and
system information and, if reliable, seamlessly authenticate access.

Smart Authentication to reduce
recipient friction

Fine-grained data analytics

Full mobile support
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"Without Egress, we would have had to buy
at least five different systems to meet our

information sharing requirements.” Visit www.egress.com for
more features.

HEAD OF INFORMATION GOVERNANCE AND SECURITY, HCA HEALTHCARE

Intelligent analytics for

improved security and

compliance — Emall Overview —r
We use fine-grained analytics to 8 imostitions

build an organisation-wide risk e N o |

profile, so you can pinpoint new - y_N y | / \

and targeted security policies. Our 2o e 5 v -

detailed analytics and reporting .,:,.,m

across all email communications « oer . - e ‘
empower administrators to T o e e e .
effectively measure the risk of a pr—

Log Events Lask 7 days ~

breach. We also provide powerful o

. . @ Dlwary Informatica Warning Critieal
search tools to investigate 3311 69 o
compliance with data privacy P s w.

regulations and quickly Fulfill Data
Subject Access Requests. Email Domains Osint Ohmend  LutTdep -

e T T T

For more information please contact your account manager or
call 0844 800 0172
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About Egress

Our vision is for a connected world in which people communicate efficiently

and securely. To achieve this, we provide human layer security to protect . u
individual users and stop breaches before they happen. » Gommon Criteria
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